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Course Catalog

3 Credit Hours. This course covers the basic components of IoT and how data is collected and analyzed from sensors.
Moreover, this course discusses the security issues and solutions of internet of things, and explains different threats to
loT platforms and teaches students how to defend loT devices securely

Teaching Method: On Campus

Text Book
Title Internet of Things A to Z: Technologies and Applications
Author(s) QUSAY F. HASSAN
Edition 1st Edition
Short Name Ref# 1
Other
Information
Course References
Short Other
name Book name Author(s) Edition | Information
Ref #2 loT Security: Advances in Madhusanka Liyanage, An Braeken, Pardeep 1st
Authentication Kumar, and Mika Ylianttila Edition
Instructor
Name Dr. Hala Hamadeh
Office Location CH1 L2
Office Hours
Email hmhamadeh@just.edu.jo

Class Schedule & Room
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Section 1:
Lecture Time: Sun, Tue, Thu: 08:30 - 09:30

Room: SF12
Prerequisites
Line Number Course Name Prerequisite Type
1773430 CY343 Networks Security Prerequisite / Study
Tentative List of Topics Covered
Weeks | Topic References
Weeks | Introduction to loT: Internet of Things Concepts, and loT Architecture and Taxonomy: From Ref #
1,2,3 | Embedding, Sensors , and Actuators. Standardization Efforts 1
Week | loT Applications : Smart Home, Healthcare , and loT Automotive From Ref #
4 1
Weeks | Introduction to loT Security: Attacks and Countermeasures: attacks against IoT system From Ref
56 (hardware + software), attacks against loT network protocols, and attacks against industry loT #2
Week | loT Authentication and Authorization From Ref
7 #2
Weeks | Introduction to IoT Design: Main Features of loT Hardware Development Platform, and Building
8,9, loT devices with Raspberry Pi: master the use of Raspberry Pi, basic circuits interacting with
10 Raspberry Pi, and master programming Raspberry Pi
Weeks | Lightweight loT communication protocol: Message Queuing Telemetry Transport (MQTT): loT
11, 12, | communication protocol Message Queuing Telemetry Transport (MQTT) , install, configure and
13 use the MQTT implementation - Mosquitto, configure the use of SSL with Mosquitto to secure
communication configure the use of SSL with Mosquitto for authentication
Weeks | Introduction to Amazon AWS loT: Understand the architecture of Amazon AWS loT, and Master
14,15 | the use of AWS loT managing loT devices
Week | Final project presentation
16
Course
Outcome
Weight (Out | Assessment
Mapping of Course Outcomes to Program Outcomes and NQF Outcomes of 100%) method
Analyze the architecture and taxonomy of loT systems, including the role of sensors, 20%
actuators, and standardization efforts, and their applications in industries like smart
homes, healthcare, and automotive. [1SO1] [1L7K1]
Evaluate security threats and countermeasures for loT systems, with a focus on attacks 25%
targeting hardware, software, network protocols, and industry loT, while applying
appropriate authentication and authorization mechanisms. [1S0O4] [1L7S2]
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apply these skills to manage loT devices on the Amazon AWS loT platform. [1SOG6]
[1L7CA4]

including the implementation of SSL for secure communication and authentication, and

Design and build loT devices using Raspberry Pi, incorporating basic circuit 30%
interactions, and demonstrate proficiency in programming and hardware development

for IoT systems. [1SO2] [1L7S1]

Install, configure, and secure loT communication using the MQTT protocol with Mosquitto, 25%

Relationship to Program Student Outcomes (Out of 100%)

SO1 S02 S0O3 S04 SO5 SO6
20 30 25 25
Relationship to NQF Outcomes (Out of 100%)
L7K1 L7351 L7S2 L7C4
20 30 25 25
Evaluation
Assessment Tool Weight
First Exam 20%
Second Exam 2 20%
Project 20%
Final Exam 40%
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